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EXTENDED ABSTRACT :

Cryptography is a science of securely transmitting messages from a sender to a receiver. The
objective is to encrypt the message in a way such that an eavesdropper would not be able to read it.
A cryptosystem is a system of algorithms for encrypting and decrypting messages for this purpose.
Interoperability and security are the most important things for this networking environment. Elliptic
Curve Cryptosystem (ECC) is a relatively new public key cryptosystem suitable for environment with
limited resources such as mobile computers and smart cards, as ECC efficiently gives high level
security with key length shorter than other known public key cryptosystem such as RSA. In
[PKSS2009] we discussed issues in implementing Elliptic Curve Cryptography (ECC) and we
provided a brief explanation about ECC basic theory and implementation.

In [DiHe76], Diffie and Hellman described a scheme by which two individuals A and B could
exchange a secret cryptographic key. The system had the advantage that all transmission could be
made over a public channel, and yet at the termination of this process only A and B would be in
possession of the secret key. The security of the system is based on the computation of discrete
logarithms in some group (the Discrete Logarithms Problem -DLP).

For the class group of an imaginary quadratic order -the group proposed by Buchmann and
Williams [BuWi88]- the DLP seems to be hard. Also, Koblitz [Kob87] and Miller [Mil86] have also
pointed out that the group of points on an elliptic curve over a finite field can also be used to develop
a secure key-exchange system, meaning that the DLP for this group is also hard to solve.

Imaginary quadratic orders are closely related to non-supersingular elliptic curves over finite
fields. They happen to be isomorphic to their endomorphism rings. Thus a sound understanding of
imaginary quadratic orders may lead to a better understanding of the security of elliptic curve
cryptosystems.

In [PaTa98], there was proposed a cryptosystem based on non-maximal imaginary quadratic
orders, a public key cryptosystem with quadratic decryption time, which makes the decryption as
efficient as RSA-encryption. In [HT99] it is shown that for the special case of totally non-
maximal imaginary quadratic orders, there is an algorithm to compute discrete logarithms. It is
shown that the discrete logarithm problem in the class group of a totally non-maximal imaginary
quadratic order can be reduced to the discrete logarithm problem in finite fields. In other word, there
is a week class for class groups of imaginary quadratic orders. Hence one open question is whether
this result might yield another week class of elliptic curves, i.e. where the corresponding
endomorphism ring is a totally non-maximal imaginary quadratic order.

The aim of this research is to identify a weak class of elliptic curves, a specific class which
gives low level security of cryptosystems. The method for this identification is the study of the close
relation between imaginary quadratic orders and elliptic curves, also of the weak class of non-
maximal imaginary quadratic orders in order to get the weak class of elliptic curves. From this



identification, we can avoid the use of this class to get elliptic curve cryptosystems with high level
security.

In [MM] we explained the close relation between elliptic curves and imaginary
quadratic orders, especially totally non-maximal imaginary quadratic orders, with respectto
its application in cryptography. We have shown that for a fundamental discriminant D, a
prime q satisfies 4q = 1 -D suchthat p = q + 2 is a prime, and E an elliptic curve over Fq whose
number of points is p and End(E) is some imaginary quadratic order, the discrete
logarithm problem in E(Fq) can be reduced to the discrete logarithm problem in finite field of
order pzas an additive group. Hencewe get a necessary condition to classify a
class of cryptographically weak curves.

In [P2009] we explained how to solve the discrete logarithm problem of anomalous elliptic
curves and because of that, the anomalous curves are considered as weak. In [Y] we explained how
to construct elliptic curves if we know the imaginary quadratic order. Moreover in [LMVV2005] it is
explained how to construct the anomalous elliptic curves. Based on these results, in [MMY2009] we
explained how to construct the curves with properties explained in [MM], based on the construction
of anomalous curves ([LMVV2005]). We gave an algorithm to construct such class. Moreover this
algorithm can be used for more general situation not only for constructing the weak class explained
in [MM].

In [MYM2009] we answered the question of existence of the weak class obtained in [MM] and
[MMY2009], called the twisted anomalous curves. We gave several examples of this class. We used
the following method: from some twin primes, we chose the ones which satisfied the conditions in
[MM]. Then we used PAR], first to compute the coefficient a and b in the equation yz= x3 + ax +
b, second to generate the elliptic curve, and finally to compute the order of the group of rational
points of the elliptic curve. From the order of this group we can decide whether the elliptic curve is
anomalous or twisted anomalous. Finally we can get anomalous and twisted anomalous curves from
one another.
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