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EXTENDED ABSTRACT

Interoperability and security are the most important things for this networking
environment. Elliptic Curve Cryptosystem (ECC) is a relatively new public key cryptosystem suitable
for environment with limited resources such as mobile computers and smart cards, as ECC efficiently
gives high level security with key length shorter than other known public key cryptosystem such as
RSA. In [PKSS2009] we discussed issues in implementing Elliptic Curve Cryptography (ECC) and we

provided a brief explanation about ECC basic theory and implementation.

Koblitz [Kob87] and Miller [Mil86] have pointed out that the group of points on an
ellipticcurve over F; can be used to develop a secure key-exchange system. In [Baier2002] Baier
proposed an efficient algorithm for determining elliptic curves over finite field of characteristic more
than three. The aim of this research is to generate an efficient algorithm for determining elliptic
curves over finite field of characteristic 2 or 3 suitable for cryptography. These types of curves are

more implementable than elliptic curves over finite field of characteristic more than 3.

For this purpose, in this research we studied about finite field basis conversion and
generated some algorithms and implementation for this basis conversion, as the elliptic curves
operations basically generated by finite field operations. Two of the most common basis used are
polynomial basis and normal basis. The ONB especially are known to be more efficient for hardware
implementation than polynomial basis. A combination of both normal basis and polynomial basis can

take advantage of the strength of each for maximum efficiency.

Conversion of finite field elements from one basis representation to another representation
in a storage-efficient manner is crucial if these techniques are to be carried out in hardware for

cryptographic applications. Kaliski and Yin [KaliskiYin99] describe algorithms for basis conversion



between normal and polynomial basis that involve primarily finite-field operations, rather than, for

instance, matrix multiplications.

In [MPK2009] we proposed some modifications from the general algorithms for some
specific cases, i.e. basis conversion between polynomial basis and type I and type Il optimal normal
basis to gain more computational efficiency, using the properties of type [ and type Il optimal normal
basis and field operations. We showed that in the change-of-basis matrix there exists one row in
which there exists only non-zero element. For the case of binary fields where the two bases have the
same generator, we constructed the algorithms based on these non-zero elements. With the
algorithms, it is possible to extend an implementation in one basis so that it supports other choices

of basis.

In [PRMK2009] we have shown an implementation of the algorithms in [MPK2009] to
perform conversion from PB to ONB-I and vice versa. The implementation was done in C language.
The implementation was aimed to use memory efficiently and left further research for execution

time-optimized implementation.

In [MPK2009b] we proposed some modifications from the general algorithms for some
specific cases to gain more computational efficiency, using the properties of type I and type Il optimal
normal basis and field operations. We gave a general case of the results in [MPK2009] and
[PRMK2009] for the conversion polynomial basis - optimal normal basis type I. For the conversion
polynomial basis —optimal normal basis type Il we modify the result in [MPK2009] in order to get a

more efficient implementation.

An improvement of the above results has been carried out in [MKY2009]. We described
several newalgorithms for storage-efficient conversion betweenoptimal normal basis and
polynomial basis. The use ofsome permutation of optimal normal basis andpolynomial basis with the
same generator enable us toreplace multiplications on optimal normal basis withsimpler operations
and some multiplications onpolynomial basis. The storage requirements of the newalgorithms are
the same as previous algorithms, whichis O(m) bits.An implementation of these new algorithms has

been done and we are preparing an article on this implementation.

CONCLUSION:



In this research we have obtained several algorithms and implementations on finite field
basis conversion. The next step will be to apply these algorithms on elliptic curve operations in order
to obtain an efficient algorithm for determining elliptic curves suitable for cryptography. Moreover,
these algorithms can also be used for elliptic curve cryptography since this cryptography is
performed via elliptic curve operations, finite field operations and finite field basis conversion. This

will be subject of further research.
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